NHOOPMALIUA
O MOMYJISIPHBIX CLIEHAPUAX MOIIEHHUYECTBA C UCIOJIb30BaHMEM LU(PPOBBIX TEXHOIOTUI
U PEKOMEHIYEMBIX HHCTPYMEHTAX 3alLUThI

Kubeparaku Ha KOMITaHHH, (hakThI
AUCTAHIMOHHBIX XHUINIEHUH JEHEKHBIX CPEeJICTB Y
rpaxnaH  (UKCUPYIOTCS BCe 4Yamle, TIpd  OTOM
KPUMUHAIBHBIE CXEMbI, B TOM UYHCJI€ IO BBIBOAY
HE3aKOHHO  TIOJYYEHHBIX  JOXO/JOB,  IOCTOSIHHO
MEHSIOTCSA. 3a TMOCIeAHHE TMATh JIeT KOJHMYeCTBO
MIPOTHUBOINPABHBIX JICSHUH B YKa3aHHOH cdepe B 1EIoM
no Poccun Bo3pocno B ABa pa3a M ceivac COCTaBISET
TPETh OT BCEX 3aPETHCTPHPOBAHHBIX MPECTYIUICHUM. ’
Bonbiie mMonOBHHBI M3 HHUX OTHOCUTCS K KaTErOPHHM TSDKKHUX H 0CO00 TSIKKHX. OCHOBHOI/I MacCHB
MIPUXOJNUTCS HA KPAKU U MOIIICHHHYECTRA.

[TpoucXoasT yTeUYKH MePCOHANBHBIX JAHHBIX, KOTOPHIE HMCIOIB3YIOTCS IS (DOPMUPOBAHMS TaK
HA3BIBAEMBIX «ITU(PPOBBIX TOPTPETOB» B MPOTHUBOMPABHBIX IEeisiXx. OTMedaeTcss pOCT KHOCPXUIICHHA,
CBS3aHHBIX C MPUMEHEHHEM METOJa COLMATbHOW WHXXEHEPUH, KOrJa TpaKAaHe, KaK IPaBUIIO,
MIEHCHOHHOTO BO3pPAacTa, CaMH COOOINAIOT CBEIEHUS O cede JHIaM, MPEeACTaBISIOMUMCS COTPYTHUKAMH
rOCy/IapCTBEHHBIX OpPraHOB WIU 0OaHKOBCKOTro cekTopa. Camble paclpoCTpaHEHHbIE CHOCOOBI
HEMPABOMEPHOT'O 3aBJI/ICHUS JCHESKHBIMH CPEICTBAMH COIPSIKEHBI C CO3TaHUEM (PaJIBITUBLIX CAWTOB, a
TaKXKe MOJyYSHHEM JIOCTyIa K KOH(UACHIIMAILHBIM JIaHHBIM T10JIh30BaTEIICH.

B ocHOBHOM Takasi BapHaTHBHOCTh PEAIM3AIMH MPECTYITHBIX HAMEPCHHUH MCXOJUT M3-3a PyOeka,
BKIIOYAsT KOJ-IEHTPbI, HAXOASIIHecss HAa TeppUTOPpUH YKpaumHbl. Kpome TOro, KHEBCKUMHU
CHEICTYy>)KOaMU  HCIIONB3YIOTCSI  CXEMBI ~ 3allyTHMBAHHS  JKEPTB  HECYIICCTBYIOIIMM  YTOJIOBHBIM
npecieoBaHueM JH0O0 J0NroBoM (DUHAHCOBOW 3aBUCHMMOCTBIO. DJTO 3aKaHYHMBAETCS COBEPIICHUEM
MOCIIEAHUMHE TIPECTYIJICHUH TPOTHB OOIIECTBEHHONW Oe3omacHOCTH. DuUrypaHTaMu 1O TaKUM JeliaM
HEPEJKO CTAHOBSATCS BBICOKOOOPA30BaHHBIC JIIOJU, KOTOpPBIE CaMW TPU3BaHBI  (HOPMHUPOBATH

3aKOHOIIOCIYIIHOC IMOBCACHUC.

Kak mokazano coOCTBEHHOE UCCIIeJOBAHUE TPYIIIbI
kommanuit «Coepy», mposenénnoe B 2023 roamy, Ha
VYkpanHe nercTBoBasio 00Jiee THICSYM MOIIEHHUYECKHUX
KOJUI-LIEHTPOB, B KOTOPBIX 3ajeiicTBoBaHO mopsaka 100
Thicsid 4yenoBeK. [IpumepHo 300 Takux KOJUI-LIEHTPOB
cocpenoToueHbl B JlHenpe — Tak Ha3bIBa€MOM «CTOJIULIEY
tenedoHHOTO MoIeHHUYecTBa. [lo manupiM Oanka, 92%
3BOHKOB IPECTYNIHUKOB HampasieHbl Ha Poccuto, a
ocraBmmecss 8% TOMy4YarOT JKUTENIU JPYTHX CTpaH,
npeumytiectBeHHo [lonpmu, 'epmanuu u Kazaxcrana.
Jloxoapl UayT HA TMYHOE 0OOTAIICHHE U 3aKYIIKY BOOPYKEHUs MpoTuB Poccum.

Obnapyxxennass «COepom» 06a3a JaHHBIX MOKazaia, 4yro 212 KOMI-UEHTPOB (HA TOT MOMEHT)
VIOPAaBISUINCh TPEMsl TOJOBHBIMH IICHTpAMHU TI0 MOJEIH (paHIIN3bl, a WHPPACTPYKTypa IS HX
NesTeNbHOCTH  cocpenoroueHa B Hupepnmamgax wu  [epmanun. [IpecTymHUKH — HMCIONB3YIOT
npodeccnonanbabiec  CRM-cuctempl UIsi  yrmpaBieHHS 3BOHKAMH W (UKCHPYIOT B HHX CYMMBI
YKPaJeHHOTO.

Cpennuii komn-uieHTp moxumiaer 40 TeICSY MOJUTApOB B MeECSI, a COBOKYIHBIH ymepOd OT
neATebHOCTH 212 KOI-1eHTpoB, padoTaronux mo ¢gpanmmuze, B 2023 roay moctur 100 MUIUITMOHOB
nojiapoB. TumoBoW KoOJUI-LEHTp coBepmiaeT 70 ThICSY 3BOHKOB B JIeHb W HacuuTbiBaeT 10 100
«OTEPaTOPOB» B OJIHY CMEHY.

MOHHUTOPHUHT MOIIEHHUYECKUX CXEM H CIOCOO0B 3aIUTHI OT HUX

UtoObl HE CTaTh KEPTBOM TENEPOHHOTO WM MHTEPHET MOIICHHUYECTBA HEOOXOIUMO
CBOCBPCMCHHO OTCJIC)KUBATH HCIIOJIb3YCMbIC 3JIO0YMBIINIJICHHUKAMH MOIICHHHUYCCKHUC CXCMbI, a4 TaKKC
mpeyiaraeMbie  CICIHATMCTaMH  OAaHKOBCKOTO CEKTOpa, IMPAaBOOXPAHUTEIIHBIX OPraHOB W FOPHUCTOB
WHCTPYMEHTHI 3alIUThl CBOMX COEPEKECHUIA.

Bamemy BHMMaHuWIO mpeiararoTcsi HaumOosiee pacrpoctpaHéHHbple B 2022-2023 romax Takue
CIICHApHH.




«BanoTHBIE OTPAHUYEHHS

[Tocnennue 1aBa ToAa MOUICHHWKM 3alyTMBajM CBOMX IMOTCHUUAIBHBIX JKEPTB HE TOJBKO
HECaHKIMOHUPOBAHHBIMU TEPEeBOAAMU WM OGOPMIICHHEM KPEAUTOB, HO M MPUBS3BIBAIUCH KO BCEM
HOBOCTHBIM TIOBOJIaM. ['oBOpuiM 00 yrpo3e B CBS3M C OTKIIOYCHHEM OT cucTeMbl «CBUGDT», 00 yxome
Visa u Mastercard, o neduuurte BamoThl, 00 yrpo3e JeHbraM Ha BKJIaJaxX, T.e. MCIOJb30BalIM BCE
BO3MOYKHBIE HH(OPMAITMOHHBIE TIOBOJIBI.

MollleHHUKN 3BOHWJIM TOTEHIUAIbHBIM JKEPTBaM, MPEACTABISIINCh PaOOTHUKAMU OaHKOB WU
OOMEHHBIX MyHKTOB M COOOIIaJIA, YTO €BPO M JIOJIIaphl BOT-BOT MEPECTAHYT BBIAABATH WJIM U3BIMYT U3
oOpamienusi. JlroasaM mpezayiaraiyu HepeBeCTH JIEHbIM HAa HEKUH «CHEIUAIbHBINA CYeT», HO JJIs 3TOT0
HY)KHO OBLJIO CKaszaTh Mo TenedoHy OaHKOBCKHE MaHHBIE, C TMOMOIIBI0 KOTOPBIX MOIICHHHKH MOTOM
MEPEBOIMIIN CPEJICTBA HA CBOU CUETA.

[TomuauTe, 4TO OaHKKM HE 3aMpalivBalOT (UHAHCOBYIO HHGOPMAIMIO KIHEHTOB MO TenedoHy,
MMOATOMY CaMO€ JIYYIlIee PEIICHHE B 3TOW CHUTyallun — OpPOCHUTHh TPYOKY M HAWTH BCIO WHGOPMAIHIO
camocTosTensHO. Y banka Poccun HeT 11aHOB U3bIMaTh COEpeKEHUS HU B PYOJISIX, HU B BAJIIOTE.

O00 Bcex BAIIOTHBIX OTPAHMYCHHUSX MOXKHO y3HATh Ha caidTe (UHAHCOBOTO MapKeTIuieica
banku.py, a eciay BO3HUKHYT COMHEHHS, TO MPEXKIE YeM COBEPIIATh OMEpAIUi0, MOXXHO YTOYHHTH
MH(OPMALIHIO HA «rOpSYEH TUHUN.

«Moouau3anusa»

OIHOBPEMEHHO C HarHeTaHWEeM HMCTEPHUM O BO3MOXKHON MOOWIM3AIMHM PACIPOCTPAHSIINCH [IBE
CXEMBI MOIIICHHUYECTBA — O/ IJICJIbHBIC IOKYMEHTHI ¥ (DUIIIAHT.

B mepBoMm cnydyae B HMHTEpHETE JaK€ MOSBWIMCH CANThI, KOTOPHIE MACKHUPYIOTCS MOJ BUIOM
CEpBHCOB TI0 W3TOTOBICHHWIO JOKYMEHTOB. Kpome TOro, TemM, KOro MOTJIM MOOWJIM30BaTh, MHUCAIU B
MECCEH/KEPaX C MOXO0KUMHU MPEITIOKEHUSIMHU.

3a MEAMIIMHCKYIO OTCPOUYKY MJIM CIPAaBKY C «OpOHBIO» MOIICHHUKH IpeJylarain 3amiatuth ot 20
10 65 Teic. pybseit. [Tocne omaTel MOAAEIBHBIN TOKYMEHT MOTYT HE OTIIPABUTh BOBCE, HO JIa)Ke €CIIU OH
MPUET, MOIb30BATHCS TAKUMU CITPAaBKaMH YTOJIOBHO HaKa3yeMmo.

Kpowme Toro, peructpupoBaiuch ciaydau, KOrJa MOIIEHHUKH MPUXOAWIA JOMOU K MTOTEHIUATIbHBIM
KEepTBaM sIKOOBI ¢ MOBecTKOM. YUenoBeky mpeayiarainy 3a JIEHbIM HE BpydaTh €€, a MHade MPUACTCS
SIBUTHCSI B BOeHKOMAT. [IpaBaa, MaccoBOM 3Ta MpakTHUKa Tak U HE CTaja.

B caydae ¢ ¢umumHrom codbupanuch JuvHbe AaHHbIC. Cpasy mociie 00bSIBICHHOW MOOMIM3AIUN B
HNHuTepHeTe nosiBUIachk SSKOOBI 0a3a JaHHBIX TPa)AaH, KOTOPBIX TOCYIAPCTBO IUIAHUPYET MOOMIM30BATh.
Ha camom pene mogoOHOro Crrcka B OTKPBITOM JOCTYIE HET. MOIMIEHHUKH MaHUIYJIUPYIOT CTPaxoM U
BBIZIAIOT JIOXKHBIE [aHHBIE 3a JICUCTBUTENBbHBIC, Tpeajaras 3a JCHBIM «HUCKIIOUYEHHWE W3 CIHCKOB
MOOMIIM30BaHHBIX Y.

Bropoii mMeroa: naTh CChUIKY Ha SIKOOBI IOJIHBIM CIIMCOK, @ Ha CalTe y»K€ 3almpOoCUTh JIMYHbIE
JaHHbIE U 0aHKOBCKYIO MH(POPMAIUIO Y MOTEHIIMATbHON KepTBBL. [lepeBoaNTh AEHBIU U TEPEXOIUTH IO
TaKWUM CChLIKaM HE CTOMT.

«MoIeHHNYeCTBO MO/ BUAOM IroCcy1apCTBEHHbIX OPraHOB)

OTO MHOTOYPOBHEBBIE CXEMbI 3BOHKOB C y4acTHEM SIKOOBI MPAaBOOXPAHUTENbHBIX OpraHoB, banka
Poccun u KpeIUTHBIX YUpEKICHHIA.

Yaie Bcero roBopsT 0 HekoeM OezomacHoM cuere B LleHTpoOaHKke, Ha KOTOPBIA HYKHO CPOYHO
MIEPEBECTU CPEICTBA, KOTOPBIM SIKOOBI IPpO3UT XuIlleHre. KpoMe Toro, st yOeTUTeIbHOCTH MPUCHIIAIOT
YeJIOBEKY B MECCEH/KEp HJIM Ha AJEKTPOHHYIO MOYTY AOKYMEHTBI UIU yIOCTOBEPEHUS C JIOTOTUIIOM U
nevyateio banka Poccun. Taxoke adepucTsl MOTYT TIPHCIATh CKAH-KOIUIO 3asBIICHUS O 3asBKE Ha KPEIHT
aK0ObI OT Juna xeptBbl ¢ ero ®UO u nognenbHON moAnuchio. Co CTOPOHBI BCE 3TO BBHIMJISIAUT OYEHD
paBaono100H0. Kputndeckoe MBIIUICHHE Y )KEPTB MPU UCTIOTH30BAHUH TAKHX MIPUEMOB CHIKACTCSI.

[Tomuute: bank Poccum He paboraer Hampsamyro ¢ ¢usnuunamu. [lo cBoel WHHMIIMATHBE €ro
COTPYOHUKU HE 3BOHST TpakJaHaMm, HE pPAacChUIAIOT UM 3JeKTpoHHBIe mucbMa U CMC-cooOrieHus.
Perynsarop He 00CTy)KMBaeT U HE OTKPBHIBAET cUeTa (PUBIHIL.

B rtakux ciydasx HeoOXOauMO cpa3y KJIacTh TPYOKy, a TakKe HE Ha3blBaTh CBOM JIMYHBIC U
OaHKOBCKHE TaHHBIC BHE 3aBUCUMOCTH OT TOTO, KaK MPEICTABUIICS YEJIOBEK 10 TeledoHy.




«bpayHble MOLIIEHHUYECTBAY»

C wucnonmp3oBanueM ceTH MHTEpHET (MIPEMMYIIECTBEHHO HA CalWTaX 3HAKOMCTB) MPECTYIMHHKH
BBEIOMPAIOT KEPTBY, HAJIAXKUBAIOT C HUM 3JIEKTPOHHYIO NIEPENUCKY OT UMEHHU JIEBYIIEK, 00emas mpuexaTh
C IENBI0 CO3JaHMs B OYyAyIIeM ceMbH. 3aTeM TOJ Pa3InYHBIMH TPEAJIOTaMH «HEBECTBI» BHIMAHHBAIOT
JCHBbIU (HA JICUEHHUE, TIOKYNKY MOOMIbHOrO TenedoHa, mpruoOpeTeHne OUJIeTOB, OIIaThl BU3BI U T.1.).
[lepenucka BegeTcs riIaBHBIM 00pa3oM CTyICHTaMU JIMHTBUCTHYeCKUX BY30B.

HampaBrneHHble >KepTBAaMU JIEHBI'M NPECTYIMHUKH TMOJNY4YalOT Ha TOJCTaBHBIX JuIl. [locme
MOJTYYCHHUS CPECTB TIepENCKa MO/ PA3IMYHBIMHU TPEAJIOTaMH MTPEKPAIIaeTCsl.

«IIpuoOpeTeHue TOBAPOB M YCJIYI NocpeacTBOM ceTd MHTepHeT»

[Ipy mokymke B HMHTEpPHET-Mara3uHax, TpakJaHe YacTO HEBHUMATENbHBI, YeM U TOJB3YIOTCS
morreHHUKU. OOBIMHO CXeMa MOIIEHHUYECTBA BBITJIIAUT Tak: CO3)IaéTC$[ CaﬁT-OJIHOCTpaHHQHHK, Ha
KOTOPOM BBIKJIQJBIBAIOTCS TOBAPHI OJHOTO BU3YaIbHOTO MPH3HAKA.

Ilena Ha ToOBapbl OOBIYHO BECbMa IPUBJIIEKATENbHASI, HMIKE CPEAHEPHIHOYHON. OTCYTCTBYIOT
OT3BIBBI, MUHUMAJIEH UHTEpQeEiic, yka3zaHbl CKyIHbIE KOHTAKTHBIC JaHHBIC. Yale BCero Takue HHTEPHET-
Marazuabel pabdoraror mo 100% mnpemorutare. Ilepermucka o NPUOOPETEHWHM TOBAPOB BEACTCS C
MCIOJIb30BaHUEM DJIEKTPOHHBIX MOYTOBBIX SIIHUKOB.

[To MOTOBOPEHHOCTH C MPOJABIIOM JCHBIU IEPSUMCIISIOTCS, KaK IPAaBWIO, 332 TPAHMIY dYepes
«Western Union» Ha ©MeHa pa3IUYHbIX JIOJCH, MOCIe Yero MCeBI0-MPOoIaBel] HCue3aerT.

«Kpuk o momomu»

OnuH U3 caMbIX IMHUYHBIX M PACIIPOCTPAHEHHBIX CIIOCOOOB XHUIIEHUS JEHEKHBIX CPEJICTB.

B unTepHeTe mosBIsAeTCS AylIepa3Auparoias UCTopust 0 00pbOe MaJIeHHKOTO YEIOBEKa 33 KHU3Hb.
Bpewms unér Ha dackl. Cpo4HO HEOOXOAMMEI TOPOTHE JIEKapCTBa, omeparus 3a rpanuneit u t.4. [Ipocsar
OKa3aTh IOMOIIIb BCEX HEPABHOMAYIIIHBIX U IEPEBECTHU JACHBIY HAa YKA3aHHbIC PEKBU3UTHI.

31ech BaXHO MPEXKJIE YeM IMEPEBOAUTH CBOM JEHBIH, NMPOBEPUTh — HMMEIOTCS JIM KOHTAKTHBIC
JAHHBIE JJIS1 CBSA3H C POIUTENAMU (POACTBEHHUKAMHU, OlleKyHaMu ) peoéHka. [lo3BoHNTE UM, HAWIUTE UX B
COLICETSIX, MOOOIIANTeCh U YOeIUTECh B YeCTHOCTH HAMEPEHUH.

«DUIIMHD

SABnsercs Hambojee OMAcCHBIM W CaMbIM PACIPOCTPAHEHHBIM CIOCOOOM MOIICHHUYECTBA B
untepHeTe. CyTh 3aKII0YaeTCsl B BBIMAHUBAHUU Y JKEPTBBI MMAPOJIEH, MMH-KOI0B, HOMepoB U CVV-k0/10B.
Cxem, KOTOpbIE€ MOMOTAIOT MOIIIECHHUKAM MOJIYyYUTh HY’KHbIE CBEJIEHUSI, OUEHb MHOTO.

Tak, ¢ TOMOIIBIO CITAM-PACCHUIOK MOTEHIIMAIBLHBIM KEPTBAM OTHPABJISIIOTCS MOJJIOKHbBIC TTUCHMA,
SIKOOBI, OT UIMEHH JICTATBHBIX OPTaHU3aIlMA, B KOTOPBIX JaHBI YKa3aHUS 3alTH Ha «CalT-IBOMHUK) TaKOTO
YUPEKACHUS U TIOATBEPAUTH MAPOJIH, TMH-KOJBI U IPYTYI0 HHPOPMAIIHIO, UCIIOJIB3YEMYO BIIOCICACTBUU
3JIOYMBIIUICHHUKAMU U1 KPa)XH JIEHET CO cueTa >KepTBbI. JlOCTAaTOUHO paclpOCTPAHEHHBIM SIBJISIETCS
nmpeaioXkeHne o paboTe 3a TpaHUIICH, YBEAOMJIEHHE O BHIMUTPBHILNIE B JIOTEPEH, a TaKXKe COOOIICHHS O
MOJyYECHUH HACIIEICTBA.

«Hurepuiickue nucbLMay

Takxke OJIMH M3 CaMBIX PACIPOCTPAHEHHBIX BUOB MOIIEHHUYECTBA, KOTJA JKEPTBa IMOJy4aeT Ha
CBOIO MOYTY MUCHBMO O TOM, YTO SIBJISETCS CUYACTJIMBBIM OOJajaTelieM MHOTOMUJUIMOHHOI'O HACIlIeJCTBA.
3aTeM MOIIEHHUKH MPOCST Y MOIydYaTeNsl MUChMa MOMOIIM B MHOTOMUJUTHOHHBIX JCHEKHBIX OINEpaIiusax
(monmydeHue HacleACTBa, IEPEBOJI JCHET U3 OJIHOM CTPaHbI B APYTYI0), 00€IIas MPOIEHT OT CACIKH.

Ecnm monyyaTenb COrIacuTCs y9acTBOBATh, TO y HETO IMOCTEIIEHHO BHIMAHUBAIOTCS JICHBTU SIKOOBI
Ha OIyIaTy COOpOB, B3SITOK YNHOBHUKAM H T.II.

«bpoxepckne KOHTOPbI»

C nauvana tekymero roga B HIIb HMatepmona MB/I Poccun Habmromaercs 3HAYUTENBHBIA POCT
KOJIMYECTBA OOpaIeHUI rpakaaH, MOCTPAAABIINX OT ACUCTBUN OPOKEPCKUX KOHTOP.

B uactHOocTHM MMeeTcss mH(pOpMaLKS O TaKUX HEA0OPOCOBECTHBIX OPOKEPCKHUX KOMIAHMSX, Kak:
«MXTrade» u «MMCISy.




Jnst Toro, 4ToOBl HE MOTEPATh CBOM JIEHBIU MPU BHIOOpPE OPOKEPCKON KOMITAHHUM HEOOXOIMMO
oOpaliaTh BHMMaHUE Ha CIEAYIOIIME MNpPU3HAKH, KOTOPbIE XapaKTepPU3YIOT KOMITAHMIO-MOIIEHHUKA!
o0enranne BRICOKHMX MPOIEHTOB, OTCYTCTBUE PETHCTPAIUH, OOCIIaHNe CTA0MITHPHON PUOBLTH HOBHYKAM —
Tpeniepam.

[lepen Tem, KaK 10BEpUTH CBOM KamMTall, BHUMATEIHHO U3YUUTE HE TOJIHKO MHTEPHET-PECYPCHI, HO
1 opuUIHaIbLHYI0 HH(OPMAIUIO 0 OpOKEpe U €ro PEerjaMeHT.

Baxuno! [lomMHHTE, YTO HMHBECTHPOBAHME, MpEIIaraeéMoe Ha YCIOBUSX OpPOKEPCKOW KOMITaHUH,
BCEr/a SBJSIETCSI BBHICOKO DPHUCKOBAHHBIM Jla)Ke NpPHU HAIWYUM OEe3ylnpedyHOW penyTauuud OpOoKepCcKon
KOMITaHUH.

Crnoco0bl 3aIIMTHI OT MOLICHHUY€CTBA

Jost Bo3BpaTa cpeicTB OaHKaMM KIIMEHTaM, KOTJa IMOCIIEHAE CAaMOCTOSTENILHO TMTEPEBOIST IEHBIU
ajepucTaM WIN OTKPBIBAIOT UM JOCTYI K CBOEMY CUETY.

Ceituac Oanku 1o 3akoHy «O HallMOHAJIbHOW IJIATEKHOM cUcTeMe» He 00s3aHbl BO3BpallaTh
JICHbI'M B 3TUX ciydasx. bank Poccun BMecTe ¢ yuaCTHUKaMu phIHKA M SKCIEPTaMU MpEAaraeT BHECTH
HU3MCHCHHUA B 3aKOHOIATCIbBCTBO, 9TOOBI JIIOAW MOTIJIM paCCUUTBIBATH HA BO3BpPAT CPCACTB AaXE TOraa,
KOTJ1a UX OOMaHYJIH € TIOMOIBIO COLIUAIbHOW MH)KEHEPHUH.

bank Poccum Bemer 0a3zy o ciydasx M TOIBITKaX MEPEBOJA IEHEKHBIX CPEIACTB 0€3 COriacus
KJIMEHTOB. B Hel akkymMynMpylooTcs JaHHble W3 OaHKOB, B TOM YHCIIE COJAEP)KATCS CBEAEHUS O
APOHNIICPCKUX CYCTAX, KOTOPLIC 3JIOYMBINIJICHHUKH HMCIIOJB3YIOT JIsI BbIBOJA W CHATHUSA TMMOXHIIICHHBIX
CPEICTB.

MexaHu3M BO3MellleHHS IPAKIAHAM NOXHIIEHHBIX 3JI0YMbIIIJICHHUKAMHU CPEACTB

Ecimu Gank-ornpaButenb monydms nHopmanuo u3 6a3el @unl[EPTa, HO He yden ee B CBOMX
Ou3Hec-mpoleccax M COBEPIIMJI IEPEeBOJl Ha TAaKOW CYeT, TO OH OyAeT 00si3aH BEPHYTh KIUEHTY
MOXMIIIEHHYI0O CYMMY, Ja)X€ B CIydasX, KOIJIa XHUIIEHHE IPOU30ILLIO C HCIOJIb30BAHUEM METO0OB
COIIMAJIbHOW MH)KEHEPHH.

Kpome toro, bank Poccuu BHeapsieT TaK Ha3bIBAEGMBINM «IEPHOJ OXJKJACHUS», KOrja Yy
rpaxaaHvHa OyneT Bpemsi 00aymMaTh M OLIGHHUTh COBeplIaeMble eHCTBUS. baHK-Miarenpluk Oyaer
00s13aH Ha JBa JHS MPUOCTAHABIIMBATH 3aUHCICHUE JACHET HA CYET, HHPOPMAIHS O KOTOPOM COICPKUTCS
B Oaze banka Poccun. ®opmanbHO OaHK HE HaAPYIIUT TpaBa JTOOPOCOBECTHBIX TpPAXKIAH U
3aKOHO/IaTE€IbCTBO, IPUOCTAHABIIMBASI MEPEBO/I, TTOCKOJIbKY 0 3aKOHY MEPEBOJ COBEPIIAETCS B CPOK A0
Tpex padouux aHen

Kpome Toro, mpoBepsTh Omepaiuio Ha MPU3HAKH MOIICHHHYECTBA JODKEH W OaHK-MOJIyYaTelb.
Ecnm oH BUAWT, 4TO NEHBrH MEPEUYHCISIOT HA CYET, coaepikammiicss B 0aze perynsrtopa, To y OaHka
JOJHKHO OBITh TPaBO TMPUOCTAHABIMBATH JOCTYN BIAJAENbIla TAKOTO CYeTa K JUCTAaHIIMOHHOMY
oOciyxuBanuto. To ecTb moiydarenab MOJO3PUTEIBLHOTO CYeTa HE CMOXKET Cpa3y e YIaJIeHHO
pacmopsAuThCS JIeHbraMH, IEPeBECTH HX Ha JI000H Apyroil cder, 4ro OOBIUHO Cpa3zy JenaroT
MOIIeHHUKHA. YTOOBI pa30JI0KHUpOBATh 3Ty BO3MOXHOCTH, BIIAQJENbIly CUETa NPHUAETCS TPUHTH B
oTJeNeHrne OaHKa ¢ MacmopTOM, Ha YTO BPAI JIU MOUAYT apomnmepbl. B To ke Bpemst OyAayT coOMI0AeHbI
BCE€ IPaXKJIaHCKHUE MpaBa 100POCOBECTHHIX 0AHKOBCKUX KIMEHTOB.

bank Poccun moBbimaer TpeOoBaHUS K OaHKOBCKHM IIOJMCAaM CTPaxOBaHMSI OT MOIIEHHUKOB,
9TOOBI B CTPAXOBKM OBUIM BKJIFOYCHBI CIIydaW BO3BpaTa CPEJICTB MPHU aTakaxX COIUAIBHBIX HH)KEHEPOB.
Peun 0 moObIX ciydasix, KOrjaa KIUEHT JOOPOBOJIBHO MEPEBOAUT JACHBIM MOIICHHUKAM WM PACKPHIBAET
UM OAHKOBCKHE CBEJICHUS, TO €CTh MPHU aTakax TeJICPOHHBIX MOIIEHHUKOB, OHJIAWH-MOIIEHHUKOB. Bee
3TH CcIay4yaW JOJDKHBI BKIIIOUAThCS B CTPaxoBOe MOKphITHE. [IpM 3TOM M3 MOKPHITHSA IUIAHUPYETCS
UCKITIOYUTh CIydaW, MO KOTOPhIM OaHKW O0S3aHbI BO3MENIaTh CPEICTBAa KIMEHTaM Mo 3akoHy «O
HAI[MOHAJILHOW IUIATEXKHOW CHUCTeMe». OTO BCE Cllyyad, KOrJa MOIICHHMKH TOXWUTUJIIM CPE/ICTBa,
UCIOJIB3YS KAKHE-TO TEXHOJOTUYECKHE MPUEMBI, HAIPUMED, 0€3 HETOCPEICTBEHHOTO YYacTHs YeIIOBEKA.

B oxTsa6pe 2023 roma BCTymwiI B CHIIY 3aKOH OO0 OINEpPaTUBHOM B3aMMOJEHCTBUM MeXTy baHkom
Poccun u MB/I. CoTpyaHUKH TOTUIMH MOydriin goctymn k 6aze @uHlEPT, xotopast B cBOO ouepennb
nonoJyiHsgeTcss  cBeneHussMu ot MBJI. Otu nmanHbie moMoryT Oankam 3(dQexTuBHee BeCcTH OOpHOY C
MOIIIEHHUYECKUMH CIIHCAHUSMU CPEJICTB C OAHKOBCKUX KapT, B TOM YHCIE C MCIOJH30BAaHHEM METOJIOB
COIMAIPHOW WH)KE€HEpHUHU. PaHbIlle pu pacCMOTPEHUH JEJI O MOIICHHHYECTBE MHOTO BPEMEHHU YXOIUIIO
Ha 3aIpOChl JaHHBIX M MEPENUCKY MEXKIY MPaBOOXPAHUTEIHLHBIMUA OpraHaMu u OaHkamu. Temepb oOMeH
JAHHBIMH OYET MPOXOIUTH OTIEPATUBHOY.




B crpykrype MBJ/I Poccuu co31aHO cCrenuaan3upOBaHHOE
noApas3AciicHue — YmnpapijieHHe 10 0opbde ¢ NMPOTHBONPABHBIM
HCII0JIb30BAHHEM HHG(OPMANMOHHO-KOMMYHHUKALMOHHBIX
TeXHOJIOTHH, COTPpYJAHUKAMHU KOTOPOTO Ha TMOCTOSSHHOM OCHOBE
MMPOBOAUTCA MOHUTOPUHI CUTYAllUH.

B xone MOHUTOpHHTIA CETH yCcTaHaBIMBaKOTCs HTEpHET CalThl,
(GOpyMBI, 3aKpBITBIE YaThl, HCIOJb3yeMbIe ISl OpTaHU3alud |
peayin3alyy BbIIIEYKa3aHHbBIX MPECTYIHBIX CXEM.

Ha wunpopmanmoHHOM pecypce [OaHHOTO OpraHa MOYHO
MOJIYYUTh HEOOXOJUMYIO0 METOIMYECKYIO IIOMOILIb, & TAKXKE COOOIIUTh
O 3JIOYMBIIUIEHHUKAX, PaCHpOCTPAHAIONINX 3alpelICHHYI0 WIN
JNECTPYKTUBHYIO HH(POPMAIIHO

Ha caiite T'Y MBJl Poccun mno r.Caukr-Ilerepydypry u
JleHuHrpagckoi 00/1aCTH Pa3sMEIEH JOCTYNHBIM AJI BOCHPHUATHS
TEMaTUYECKUN BHUJIEO KOHTEHT, COAEpP)KAIIMI KaK KOMIUIEKC
OpopWIAKTHYECKUX  Mep, TaK U  Pa3bACHAIOMMNA  CIOCOOBI
MPOTUBOACUCTBHS  3JIOYMBIIIICHHUKAaM.  OQUIIMAIBHBIA  CalT:
www.78.mvd.ru. AHaJIOTUYHbIE CTPAHUIIBI €CTh B COL[MAILHOW CETH
«BxonTtaktey,  https://vk.com/spb_police u B  MecceHmIKepe
«Tenerpam», rne pa3MelIeHbl HUKIBl BUIEO-POJIUKOB, CBA3aHHBIE CO
3BOHKAaMH CO CTOPOHBI JIMI, JEHCTBYIOIIMX OT HMMEHH CIIykKO
O0e3onmacHocTH  0OaHKOB, mnpuoOpereHMeM B ceth MHTepHer
TYPUCTUYECKHX MYTEBOK M MPHOOPETEHNUEM HITH MPOJaKeH TOBApOB U
YCIIYT Ha 3JIEKTPOHHBIX TOPTrOBLIX Iomaakax (Asuto, FOna u ap.).

TEJIEOOHHOE 1! IOMHHTE !!
MOLUEHHMYECTBO He cymecrByer 100% MeTOAUK 3aLIUTHI

0T TeJIe(hOHHOI0 U HHTEPHET

3BOHAT 3 6aHkKa. NoBopsaT 06 MOILIICHHHUYECTBA.
yrpose BalwWMM geHbram Ha cuyeTe
M NPOCAT NepeBecTU AeHbru Ha

Apyroi cuet. CnpawwusaioT Ecau Bbl He yBepeHbI B IPABUWJILHOCTH
AaHHblIe KapThbl. — =

= g CBOMX JA€HCTBHH NPH COMHHUTEJILHBIX
TeJe(OHHBbIX KOHTAKTAX U HHTEePHEeT-
NMoasoHuTe No TenedoHy, KOTOPbIA yKasaH Ha KOMMVYHUKAIIUAX

Bawen 6aHKOBCKOW KapTe, COTPYAHWMK 6aHka
NMPOAICHUT CUTyauuio

3BOHAT M COOBLIAIOT O BbIUrPbLILWAX, 1) He oTrBeuaiiTe Ha Hen3BeTCHbIe Bam
EIHIRLAN, SOMIBHGRMNAR- @ 15, HoOMepa Tejle(pOHHBIX BHI30BOB U
CMC(MMC) 3anpocos;

R, AR s 2) He nepexoaure mo HeU3BECTHBIM
s A L i R BaM uHTEepHET-CCBIIKAM M KOHTAKTAM;

3BOHAT M coobWwarT, 4To 6MMU3KMA .
yenoeek nonan s 6eay, NPOCAT 3) He noJab3yiiTecb HHTEPHET

nepeBecTu AeHbru.
COCAMHCHHUEM, KOI'/TA OH Bam He HY’KECH HaA

cMapTdoHe U KOMIIbIOTEPE;

Cnpocute umMA, GaMUNnMo 3BOHALLLEro W
Ha3BaHWe opraHM3auuvKn, KOTOPYK OH

B | 7

M RCaBOMNTe GNNOKOMY UENOBEKY. ECAM 4) He mepenaBaiiTe U He OCTaBJIsIETe

R TR raiun  OF s amonos Gan CBOHM NEPCOHAIbHBIC JaHHbIE HA
0011IeJOCTYIMHBIX pecypcax He MPOXoauTe

SBOHOK, ¥ BbIACHWTE, YTO CAYYWMNOCH.
COMHUTECJ/IBbHBIX aHKeTHPOBaHI/Iﬁ.



http://www.78.mvd.ru/
https://vk.com/spb_police

NHO®OPMALIUA
0 BO3MOXHOCTH YCTAaHOBJICHUS TPaXXIaHUHOM 3ampeTa (OrpaHUYeHNUs) Ha OHJIaiH-0Nepaluy,
B TOM YHCIIC Ha 3aKITIOYCHHUE KPEAUTHBIMU OPTaHU3AIUSIMH C HUM JIOTOBOPOB MOTPEOUTEIHCKOTO 3aiimMa
(kpenuTa), B LESIX MPeLyNpekIeHNs MOIIEHHUYECKUX JEHCTBUI CO CTOPOHBI TPETHUX JINII

[Tyakrom 7.1. Tlomoxkenuss «OO yCTaHOBJICHHH
00s13aTeBHBIX ISl KPEIUTHBIX OpTaHU3aIii TPeOOBaHHH K
o0ecreueHn0 3amuThl HHPOpMAIUK TPU OCYIIECTBICHUH
OaHKOBCKOM JICATCILHOCTH B IICJISIX IPOTHBOJICHCTBHS
OCYILIECTBJICHUIO TIEPEBOJOB JCHEKHBIX CpEICTB 03
coriacus  KJIHMEHTa», pa3paboraHHoro lleHTpallbHbIM
6ankoMm Poccuiickoit @eneparuu ot 17 anpenst 2019 r. Ne
683-I1 ompeneneHo: «B  yenix  npomMusoOelucmesus
0CyUWecmenenulo  nepesooo8 OCHENCHbIX cpeocme 0Oe3
co2nacusi Kiuenma Kpeoummusle Op2aHu3ayuy 8 C1yudasx, npedyCMOmpeHHbIX 002080paAMU C KIUSHMAMU,
cooepacamumu yciosus ykazanHozo 6 wacmu I cmamou 9 @edepanvroco 3axona om 27 urons 2011 cooa
Ne 161-D3 «O wnayuonanvuou niamedcnou cucmemey (Cobpanue saxonodamenvcmea Poccutickoii
Deoepayuu, 2011, Ne 27, cm. 3872) 002080pa 06 ucnonivb308anuu 31eKmpoHHO20 CpedCcmea niamedicd, Ha
OCHOBAHUU UX 3AAGNEHULl  YCMAHABIUBAIOM 6 OMHOWEHUU ONnepayuti, OCywecmenaemvlx C
UCNONb3068AHUEM YOALEHHO20 OOCMYNA KIUEHMO8 K 00beKMAaM UHDOPMAYUOHHOU UHDPACPYKMYPbl
KPEeOUMHbIX — OpeaHu3ayuil 4epes UHDOPMAYUOHHO-MENEKOMMYHUKAYUOHHYIO cemb  «Hnmepnemy,
02PAHUYEHUs HA OCYWecmeienue onepayuil Kiuenmamu 1ubo oepanudeHus MaKkCUMalbHOU CyMmbl OOHOU
onepayuu u (uiu) onepayuii 3a onpeoeieHuvili nepuod epemenu. O2paHuyeHUus no onepayusm Mo2ym
ObIMb YCMAHOBIeHbl KAK HA 6ce ONepayuu KIueHmos, max u 6 paspeze U008 Onepayuily.

[lenTpobank o00s3anm Oanku ¢ 1 okTsi6ps 2022 roma NpeaoCTaBUTh KIWEHTaM BO3MOXKHOCTH
COOCTBEHHOPYYHO HAKJIAJbIBATh 3alPET HA OHJIANH-ONEPAMA U OTPAaHUYMBATh UX MapaMeTphl (KaK mpu
KpEAUTOBAHUH, TaK U MPH JICHEKHBIX MEPEBOJIAX ).

Camo3anper Ha KPeIUThbl, YTO 3TO?

OTO0 oOrpaHu4yeHue, KOTOpoe OaHK 10 3asBJICHUIO KIWEHTAa HaKIaJAplBa€T Ha OIepalui,
OCYILIECTBIISIEMBIE C ITOMOIBIO YAAJIEHHOTO JOCTYIa Yepe3 MHTEPHET. 3alpETUTh MOKHO KaK OTIEIIBHO
KpeAUTOBaHUE, TaK U Jpyrue OaHKOBCKUE ONEPalMU WIH YCTAHOBUTHh MAaKCUMAJIbHYIO CYMMY.

[TpunAT (emepalbHBIl 3aKOH , IO KOTOPOMY TpaKIaHE MOTYT YCTaHaBIMBaTh CaMO3ampeT Ha
BbIIauy KPEIUTOB, KOTOPbIM HayHET JeicTBoBaTh ¢ 1 mMapta 2025 roga. MoxHO OyneT ycTaHaBIUBaTh
3ampeT Ha 3aKI0YeHHe JOTOBOPOB MOTPEOUTENBCKOTO 3aiiMa ¢ OaHKaMH W MHKPO(DHHAHCOBBIMU
opranmzaisivi - (M®O). ['paxpanaMm pagyT mnpaBo MoAaTh BO Bce KBaTU(UIMPOBAHHBIE OIOpPO
KPEAUTHBIX UCTOPHH 3asiBIIEHUE Yepe3 €IUHBIA MOpTall TOCYCIYT, a TaKKe 3allpOCUTh HH(POPMAIHIO O
HAJIMYUU B KPEOUTHOM MCTOPUM CBEACHUNW O TakoMm orpaHuueHuu. K 3asBieHHIO HYXHO Oyner
npukpenuts ganasie CHUJICa.

CHSATB 3ampeT MOXKHO OyZIeT B JIF000€ BpeMsi, HO B3SITh KPEIUT MOIYIHTCS TOJIBKO MOCIE TOTO, KaK
JaHHBIE TMOMAAYT B KPEAUTHYIO HCTOpHIO. JlemyTaThl CUMTAIOT, YTO TAKOW «IEPUOI OXJIAXKICHUS
MIO3BOJIUT HCKIIIOYUTh PUCK MOILIEHHUYECTBA C OJAHOMOMEHTHBIM CHSTHEM 3alpeTa U 3aKIYeHHEM
KpPEAUTHOTO JOrOBOpA.

B kakux ciay4yasax crout opopMHUTH camMo3anpeT Ha KpeauT?

Kareropuii nmroneif, KOTOpbIM pEeKOMEHIYIOT O(OpMUTh TaKOil camo3zampeT, HeT. B Hacrosiiee
BpEMS FOPUCTHI PEKOMEHAYIOT J€JIaTh 3TO JINYHO, B IPUCYTCTBUM COTPYAHMKA OaHKa U CaMOro KJIMEHTa, C
OOBIYHOM MOANHUCHIO (I1eIecCO00pa3HO HAIMKCATh 3asiBICHUS O 3alpeTe BO BCE KPYIHbIE OAaHKH, a Kak
MHUHHMYM B T€, I/Ie BBl KOTa-TH00 00CTyKMBAJIHCh IO 1e0ETOBOI KapTe, KPeIUTHON KapTe, KPEAUTY.

Kak odopMmurs camo3zanper Ha kpeauThbl yepe3 «['ocycayru»?

C 1 mapra 2025 roma camo3ampeTr Ha KpPeIuThl MOKHO OyJeT BhICTaBUTH Ha «[ocycmyrax», ¢ 1
ceHTs0ps 2025 roma — B MO®ILI. DT naHHBIE aBTOMATHYECKH MOMAAYyT B OIOPO KPEIUTHBIX HCTOPHUH.
banku, koTopbele 3ampamuBaOT HWHOOPMANHUIO B OMOPO, YBUISAT BHICTABICHHBIC OTPAaHUYCHHUS Ha
kpeautoBanue. [loka 3Ta onuus HeIOCTyIIHA.

Mo:xxHo 1 0popMHUTH camMo3anpeT Yyepe3 0aHKH, MUKPO(UHAHCOBbIE U IPYyrUe OpraHu3anuu?

[Toka 3TO eIMHCTBEHHBIN BApUAHT U OH YK€ BCTYIWJI B CHITY U JIeHCTBYET ¢ okTs0ps 2022 roza.

! ®epepanbubiii 3aK0H ot 26.02.2024 Ne 31-03 «O BHecenuu m3Menenuii B Oenepanbublii 3aK0H «O KPETUTHEIX HCTOPHX» n DenepanbHblii 3aK0H «O
MIOTPEOUTEIILCKOM KpeauTe (3aiime)» (Bctynaer B cuiay 01.03.2025)




B oTaenbHbIX 6aHKaX MOXHO HaNMCaTh 3asBJIEHUE O 3alPEeTe OHJIANH-KPEAUTOBAHUS KOHKPETHO B
Hux. Takas omuusi ecTh MPAKTUYECKU BO BCEX KPYIMHBIX OaHKaX, HO €CTh T€, KOTOpbIe OYIYyT MPOTUB (K
HUM HEOOXOJMMO OTHOCHUTCSI CKENTHYECKH, T.K. OHH HE COOTBETCTBYET pekoMeHmarnusMm llenTpoOanka
YTO MOBBIIIAET PUCKHU 3aEMIINKA).

VYcnoBust v ops 0K 0(hOPMIICHHS TAKOTO 3alpeTa CeroHs yCTaHABIMBACT OaHK.

AHaNOruuHble 3aIpeThl MOXKHO HANpPaBUTh U B MUKPO(GUHAHCOBBIE OPraHHU3AINH, HO TEXHUYECKU
ceNaTh 3TO OYJEeT CIOXKHEEe T.K. UX CIHUIIKOM MHOTO, 3apErMCTPUPOBAHBl OHU B Pa3HBIX PErHOHAX, a O
CYILLIECTBOBAHUM HEKOTOPBIX MOHO IMPOCTO HE 3HATH.

Mo:KHO JIM CHATH caMo3anper?

Ja. Mo>XHO 3anpeTuTh BbIIaBaTh KPEAUTHI HA CBOE UM, IOTOM OTO3BaTh 3aIIPET, IOTOM 3alPETUTh
cHoBa. L[eHTpoOaHK HUKAaK HE OTPaHUYMBACT KOJMYECTBO TAKUX MPOLIETYP.

Il1rochbl 1 MEUHYCBI caMO3anpeTa Ha KPeauThl.

[Inroc oueBHAEH — caMO3anpeT Ha KPEAUThI TOMOKET 3aIUTUTHCS OT MOUIEHHUKOB. A BO3MOXHO,
U OT CIIOHTAHHBIX MOKYIOK — KPEAUThl BBIJAIOTCA OHJIAMH 3a HECKOIbKO MuHYT. Ho ecnm mpuaercs
exarb B 0aHK, 4TOObI CHUMAaTh CaMO3aIpeT, BEJUK [IaHC epeayMaTh.

MuHyC TOJIBKO B TOM, YTO €CJIM Bbl CaMH COOEPETECh B3ATh KPEAUT, TO MPUIETCS MMOTPATUTH BPEMS
U CXOAWTh B OTAeNeHHe OaHKa. bonbioil mpoOiaeMbl B 3TOM HET, 0OCOOCHHO €CJIH BBl KUBETE B TOPOJIE,
r7ie ecTh oTAelieHne 6anka. Ho ecnu BBl mpokuBaeTe B MaJCHBKOM TOPOJKE, TJe OTACIICHUA HET U HE
XO0YeTCsl HUKYJa €XaTh, TO 3TO MPOoOIeMaTHYHO.

B mpuniumne, oHmaiH-KpeAUT — 3TO YAOOHO, HO cHUCTeMa OyJIeT XOpolla TOJhKO TOT/Aa, KOrnaa
KK TpakaaHuH OyaeT o0nanaTh CBOEH KBaMM(DHUIIMPOBAHHOW 3JEKTPOHHOHN IUGPOBON MOAMUCHIO.
He nipocToii, a iMEHHO KBATH(PHUIIMPOBAHHOU, KaK, HAIIPUMEP, Y CYACH.

O6e3omacur Jid caMmo3anpeT NOJHOCTHI0 OT MOILIEHHUKOB?

[TonHOCTBIO — HET, OJJHAKO OH CYIIECTBEHHO YCJIOXKHUT MOIIEHHHUKAM 3a/1auy U KaK MUHUMYM
3aIIUTUT OT HEKOTOPBIX CXEM M OT TOTEPU KPYIHBIX CYMM.

Kak o6e3onacurhb cedsl, I0OKa 3aKOH He HA4YaJl /1eliCTBOBATh?

Ecnu Bbl XOTHTE OPOPMHUTH MMEHHO CaMO3anpeT Ha KPEIUTOBAaHHE WM MEPEBOJAbI, 3TO MOKHO
cienath HemocpencTBeHHO B Oanke. KoneuHno, morpeOyercs BpeMs, 4TOObI OOpaTUTBCS BO BCe
KpeAUTHbIE OpraHu3alliy, HO JAJs Hayala MOKHO MOJATh 3asBICHUS B OAaHKH, yCIyraMu KOTOPBIX BbI
KOT'/1a-JIU0O MOJIH30BAITUCH.

Ceifuac y HEKOTOpPBIX OAaHKOB €CTh CIICIHAJIbHAS TOCIEAOBATEIIBHOCTD JIEHCTBUMA IIJIsi OHJIAWH-
KpeAUTOBaHMUs, YTOOBI M30eKaTh MOIIEHHUYeCTBAa. Hampumep, cueT 3aeMIIMKa MOTYT 3a0JIOKHPOBATh,
€CIM OH TBITAETCS Cpa3y JKe IMOCie TMONY4YeHUs KpeauTa CHATh WU TepeBecTH AcHbru. s
Pa30IOKUPOBKY CUeTa MPUETCSI CBSI3aThCS ¢ 0AHKOM HIIM TTOCETUTH OT/ENICHUE JINYHO.

Pexomenpanum:

KOpucTsl COBETYIOT pa3 B roJl WM MOJIT0/Ia 3aMpaliuBaTh OTYET U3 OIOPO KPETUTHBIX HCTOPUA. DTO
yKe ceryac MOKHO cenaTh Ha «['ocycimyrax» - yepe3 calT 3akas3aTh BbITMCKY U3 Bcex BKI, B KoTOphIX
COJIEPKUTCS HH(POPMAITUS O KITUEHTE.

Takxke MOXXHO TEPUOJUYCCKU IMPOBEPATh ceOs depe3 CUCTeMy CYACOHBIX NPHCTABOB Ha calTe
OCCII. [Hocratouno ykazate ®UO, npaty poxkaeHus U BbIOpaTh PETHOH, MO KOTOpOMY OyneT
MIPOU3BOUTHCS TPOBEPKA.

He nepecrpinaiite Hukorna ¢ororpaduu macnopra — B HEKOTOPBIX CIy4asX 3ailM MOTYT O(OPMUTH
mo GOTO WM KOMHH JOKyMEHTa. Eciu Kyma-To HY)KHO OTIPAaBUTh JaHHBIC, JIYYIle HE IOJICHHUTHCS U
nepenucath ux. Eciu BaM cTano M3BECTHO, YTO STU JAaHHBIE YK€ KyJda-TO MOMald Ieraecoo0pa3Ho
MeHATHh mnacnopt. [Ipu 3TOoM, ecnu macmopT yKpajdud WM BBl €r0 IMOTEPsUId, CIEAYeT OOpaTUThCS B
MOJIMLIMIO.

Bo3sMmuTe Tam cripaBky 0 TOM, YTO MACHOPT YTEPsiH, C YKazaHueM AaThl. Eciin macnopt momnajier B
PYKH MOIIIEHHHUKOB, 3Ta CIpaBKa Oy/IeT OCHOBHBIM J0Ka3aTebCTBOM TOTO, YTO KPEAUT WK 3aiiM Opaiu
HE BBI.

Wuorjga MoleHHHKaM JOCTATOYHO TOJBKO MAaCMOPTHBIX JTaHHBIX, TO3TOMY MX TOXKE CTOUT Oepedyb.
He cooOmiaiite nanHbie 1mo TenedOHY WIH B COICETSX, HE BBOAWTE ITAaHHBIE HA HEMPOBEPEHHBIX U
HE3aIMIIEHHBIX caiiTax (B alpeCHOM CTPOKE MOJDKHO OBITh M300paKEHHUE 3aKPBHITOro 3aMka). B cioydae
3BOHKa «W3 OaHKa» HE pPa3roBapHBaiiTeé cO 3BOHSAIIMMH — OOIIAiTeCh B dYaTe TMOJACPKKUA Ha
o(UIMATBEHOM CaliTe WM B IPUIIOKEHUH JINOO NEPE3BOHUTE B OAHK CAMOCTOSATENHHO




Kak He nogpatbcesa
Ha Y/I0BKM KN6epMOLIEeHHUKOB

KnbepMoLleHHMYeCTBO - O4WUH U3 BUAOB
npecTynneHun B MHTepHeTe, Lenbto
KOTOPOro SABNSEeTCH NPUYUHEHUE
MaTepuanbHOro UnM UHoro ywepba
nyTeM XULL,EHUSA NIMYHOU UHDOPMaLLUK
nonb3osaTens (HoMepa 6aHKOBCKUX
CYeTOoB, NACNOpPTHbIe faHHble, KOAbl,
naponu v ap.).

3n0yMbILNeHHUKU ONA DOCTUXEHUS Lenen
BO3[LeMCTBYIOT Ha 3MOLUK, CTPaxXu

U pednekcol Noaen U No6yXAakoT NepenTu
Mo BPeLOHOCHOM CChifKe.

Mpy nepexofe no ccbifike YenoBekK
nonapaeT Ha QULLIUHIOBbIA CauUT,

roe ero NPocsAT BBeCTU NepcoHanbHble

Unu BaHKOBCKUE faHHbIe.

OueHb yacTo B coobleHUax cogepxarcs
CCbUIKKU Ha BpegoHocHoe [10.
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Haubonee pacnpocTtpaHeHHble "
CXeMbl OHNTaMH-MOLIEeHHUYEeCTBa
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BALLUA YYETHAA 3AMNUCH BblJ1IA U
BYOET 3ABJIOKMPOBAHA / OTKJTOYEHA
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Mepepn yrpo3oun 6NOKMPOBKU aKKayHTa
nonb3oBaTeNb TepseT 6QUTENbHOCTD,
~ MepexoguT rno ccbifike B NMCbMe U BBOAUT
. CBOW NOrUH U Napone.

%, B BALLEN YYETHOM 3AMNCH
OBHAPY)KEHbI MOA03PUTE/IbHbIE
NN MOLWEHHUYECKWE OENCTBUS.
TPEBYETCA OBHOBJIEHME HACTPOEK
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Haunbonee pacnpocrpaHeHHble
CXeMbl OHJTaUH-MOLEHHNYECTBa:
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BALU APYI OCTABWJ1 BAM COOBLLEHME.
NMEPEMOUTE MO CChIJIKE,

YTOBbl NMPOYUTATb

B noao06HbIX NMCbMaXxX 3N0YMbILLIE HHUKU
CKpbIBAOTCHA 3a Mackou nofaen/opraHusa-
LMW, KOTOpPble BXOAAT B Ball fOBepPeHHbIN
KPYr, YbW MUCbMa U COOBLLEHUS HE O0JKHbI
y BaC Bbi3BaTb NoA03peHUN. Jlrogu CKNoH-
Hbl UATU HABCTpPeYy TeM, KOMY LOBEPSIOT:
nepexonaT Nno cchbifike B NUCbMe U BBOAAT
CBOW NIUYHbIE flaHHbIE.
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Haubonee pacnpocTtpaHeHHble
CXeMbl OHNTaMH-MOLIEeHHUYEeCTBa

COLIMATIBHAS MO JEPXKA

BnaroTBopuTENbHOCTb U MELLEHATCTBO —
NnbUMble TeMbl 3/10YMbILLIEHHUKOB.

YeM sMoUMOHaNbHee obpaleHne K BaM,
TeM 6o/blUe 0CHOBaHUMU NOJ03pPeBaTh
MOLLUEHHUYeCTBO.

MonynsapHeie TeMbl NUCeM: 6naroTeopu-
TeNbHOCTb Nocne CTUXUUHBbIX BeacTBun,
yenoeek B befe, c6opbl Ha NeYyeHue.

Bbl BIUIPAJTIA

CoobuieHMe 0 BbIUrpbILle MU CCbIIKOM Ha
CauT, roe 9Kobbl MOXXHO NONYYUTb MNPU3.
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Jlyywasg 3awura

OT KMbepMOLIEeHHUKOB -
cobniogeHue npasun
LLMhPOBOUN FUrUEHDI:

- Ucnonb3yuTe Tonbko nuueHsuoHHoe [0,
perynapHo ero o6HOBNAUTE U BKJlOYaAUTE
aHTUBMUPYCHYH 3alLMTY Ha BCeX YCTPOU-
CTBax.

- BaXkHble haunbl XpaHUTe He TONbKO

Ha XXeCTKOM QUCKe KOMMNbHoTepa,

HO U Ha BHELUHUX XXECTKUX QUCKAX UNU B
06navHOM XpaHunuLLe.

- WcnonbayuTe AByXthaKTOPHYH ayTeHTU-
thUKaLM, HanpuMep, ANA 3alUTbl 31eK-
TPOHHOU NouTbl. 06A3aTeNnbHbI CNOXHbIe

NnaposiM U3 HeaHavalLMx KoMbUHaUUM ByKBs,

Lncdp 1 3HaKoB, He MeHee 8 cuMBonos. He

MCNOSb3yUTe OOMH U TOT Xe Naposb Ans
pasHbIX cucteM. MeHsUTe naponu xots 6bl
pas B nonropga.
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Jlyywasg 3awura

OT KMbepMOLIEeHHUKOB -
cobniogeHue npasun
LLMhPOBOUN FUrUEHDI:

- MpoBepsTe BNOXEHUS, MONYyYEHHbIE

Mo 31eKTPOHHOM NoyTe, C MOMOLLbH
aHTusupycHoro 0. C ocTOpoXXHOCTbIO
OTHOCMUTECb K CauTaM C HEKOPPEKTHbIMU
cepTudukaTamu. byabTe BHUMaTeNbHbI NpU
BBOJE YYeTHbIX JaHHbIX Ha CauTax U BO
BpeMs paboTbl C OHNaWH-MNNATeXaMu.

- He nepexoguTe no ccbinkaM

Ha He3HaKoMble pecypcbl, 0CO6eHHO ecnu
Gpaysep npepynpexpaeT 0 pUCKax.
NrHopupynTe CCbINKM U3 BCMNIbIBAKOLWLUX
OKOH, flaXe eCfiu KOMMaHUa UAKU NPoayKT
BaM 3HaKoMbl. He zarpyxauTte caunbl ¢ no-
0,03pUTeNbHbIX Be6-pecypcos.

- 3aBefuTe OTAENbHYK KapTy ANg onnarhbl
TOBapoB B VIHTepHeTe M NogKnyuTe
onoBeLLeHUs No onepaLuaM Ha cyeTe
KapThbl.
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HAMBOJEE PACMPOCTPAHEHHbIE CXEMbI HAMUBOJEE PACMPOCTPAHEHHBIE CXEMbI
WHTEPHET MOLLEHHWYECTBA TENE®POHHOIO MOLWWEHHUYECTBA

«OHJTAUH NMOKYIMKW» «BALLUA KAPTA 3ABJIOKUPOBAHA»

Akobbl NpogaseL, NpocuT 3a ToBap nNpegonnary oo SMS-coobLeHme o sikobbl 3abrokMpoBaHHON GaHKOBCKOM KapThl,
MOMHYto onnaTy NoKynku, MOCre Yero CBsA3b C Ansi pasbrioknpoBkM koTopoi Tpebyetcsi coobwmTs MUH-koa Ba
MOLLEHHMKOM MpeKpaLlaeTcs KapThbl, TM60 NPOBECTU ONpefeneHHbIe AeCTBUSA C NMOMOLLbI GaHKOI

. «Mbl HALLJX BALLX OOKYMEH . «POOCTBEHHUK B BEAE»

£Ko6bl HaLWNW BaLKM yTEPSHHbIE AOKYMEHTHI TpeboBaHWe KpynHON CyMMbl AEHET AMNS PEeLIEeHNs
NPOCAT BO3HarpaxkaeHue 3a Ux Bo3Bpar npobnemsl ¢ AkoGbl nonaeLweMy B 6egy POACTBEHHM

‘ «NPUBA3KA KAPTbI» : \ «Bbl BbIUTPAIIU»

MpocaT npmeasaTh Bally GaHKOBCKYHO K . SMS-coo6LLeHMe 0 TOM, YTO Bbl CTanu
K Kakomy-nnbo Homepy TenedoHa unm , nobeautenem n Bam rosoxeH npua

«BUPYCHAA ATAKA» | «BUPYCHASA ATAKA»
SMS-cooblueHme, copepxalliee CCbIKy H ) { SMS-cooGluerme, conepxaliee Cebinky Ha
Kakon-nmbo MHTEPHET pecypc, cogepKalLl Kakomn-nmbo UHTEPHET pecypc, coaepxallas ‘
BPEOOHOCHYIO Mporpammy, AatoLLyro AOCT) P BPEAOHOCHYIO NporpaMmy, AatoLUyto AOCTYN
MOLLIEHHIKaM K BaLLeii GaHKOBCKOW KapTe: § ‘ MOLLEHHMKaM K BaLlen 6aHKOBCKOM KapTe

«BbINNATA NPOLEEHTOB» “E «BAM MNMOJTOXXEHA KOMIMNEHCALIAA»
\

O Sonsun o108 1o BTaREN - B ot ronevens oo

Mof KOPOTKME CPOKU Ha PasnUYHbIX UHTEPHET P 4 ANLES

CEvTEY npenaparsl, 45 NoMyYeHUsi KOTOPO BaM HEOBX0AMM
onnaTuTh Kakue-nubo NOLMVHbI MU MPOLEHTBI

«MOKYNKA ABUABUINETOB» «OLUMBOYHbLIV MEPEBOO CPEOCTB»
npofaa NMnoBbIX aBUabnneToB Ha MOLLIEHHUYECKUX
canTax

NPOCSAT BEPHYTb AEHLIM 3a OLUMGOYHLIA NepeBos CPEAcCTB, ,qononHMTen

CHUMasdA cpenctea Co cHeTa No Yeky

NPOCbLBA NEPEBECTU KAKYIO-INBO CYMMY OT YCNYTA, AKOBbI, MO3BONAIOLWASA NMOJNTYYUTb AOCTYI
BALLErO 3HAKOMOI'O, AKKAYHT KOTOPOI'O BblJl K SMS 1 3BOHKAM IPYTOIro YENOBEKA

' YTOBbI HE CTATb XXEPTBOW ' YTOBbl HE CTATb XXEPTBOW
KUBEPMOLWEHHWUKOB TEJNIE®POHHbIX MOLI.IEHHVIKOB
Momuute! Hu B Koem cnyyae He NpUBA3bIBaiiTe (B0 GaHKOBCKYI0 KapTy K Kakomy-nu6o Tenedony

-
Wnu c4eTy HM NoA Kakum npennorom' “t

. . MonALIAA
Monb3yiiTech TONbKO NPOBEPEHHbIMU CaliTaMK, Ha KOTOPbIX peLLny COBEPILINTD KaKkue-nu6o nokynkm! /5 .
OnnauuBaiite TOBap TONbKO NOC/Ie ero nony4yeHns!

Momuure! Ecnu Bam 3BOHAT M TPEBOMKHBIM r010COM C006LLal0T, 4TO Ball 6nM3KKii nonan B 6eAy,

nu6o Bbl BbIUrpany Npus, 1160 Bam NonoxeHa Kakas-nu6o KOMNeHcauus, He BepbTe - 3T0 MOLLEHHUKM!
Hukorga He npoxoauTe NO CCbIKaM NPUCNAHHDII B SMS-c0061ieHUN ¢ He3HAKOMbIX HOMepoB!

Hukomy He coo6waiite TUH-Kop Baweit 6aHKOBCKOI KapTbi!




IMAMSTKA
no NpopHIAKTHKE NPECTYNJIEHHH, COBepPIIEHHDbIX C HCIIOIb30BaHHEM
HH(POPMAIHOHHO-TEJIEKOMMYHHKALIHOHHBIX TEXHOJIOTHH

K nambGonee pacmpocTpaHEeHHBIM BHJaM AUCTAHIUOHHEIX MOIICHHUYECTB,
COBEpIIEHHEIX Ha Teppuropun I. Cankr-TletrepGypra u JIeHHHrpancko# 06iacTH,
OTHOCHTCS:

- «QUIIMHET» — BHA OHCTAHIIMOHHOTO MOILIECHHHYECTBA, MPH COBEPIICHHH
KOTOpPOro 3JIOYMEINUICHHHKH (B XoJe TelleOHHOIO pasroBopa, IOCPEICTBOM
HAlpaB/IeHHs 3JEKTPOHHOrO MHCHMa MIIM CMC-COOOIEHHS) MOIy4YaroT JHWYHBIC
KOH(}HAEHIHANbHbIE JaHHEIE 0 6aHKOBCKO# KapTe, HOMEpE CYETa, JIOTHHbI ¥ IIapOJIx
Ui BXOHA B HHTEepHET-0aHK, a TaKkKe Mapoi O6e30IaCHOCTH, [O3BOJIAIOLIME
IIPOU3BECTH: CHHMCAHHE HAXOIAIMIMXCH Ha OAHKOBCKOM KapTe HEHEXHBIX CPEe/CTB.
XepTtBamMM  yKa3aHHONO BHJa MOIIEHHWYECTBA  3a4acTyl0  CTAHOBATCA
He3allMIIeHHRle, Maloo0pa3oBaHHbIe, JOBEPYHBHIE  CJIOM  HAaCEJICHHS.
[MpeacTaBNgACh 3a49acTyiO COTPYAHMKAMH KPEIUTHBIX OpraHU3allMi, IPECTyTHHKH
BBOJAT B . + 3a0/yKAeHHE TpakXgaH  OTHOCHTEJIBHO coBepIIaeMbIX
HECAHKIHOHUPOBAHHEIX CIHCAaHUN JEHEXKHBIX CPEACTB, OCYIIECTBIAEMBIX
TIOKYTKAX; ;# : T.1L., TI0CJie Yero MpOCAT Ha3BaTh KOH(GHIEHIHATBHBIC CBEICHHUS C
LIEJTBIO: TIPECEUSHIAS BO3MOXKHOTO COBEpIIEHHs NpecTymuieHus. ['paxnane, nosepsi
110 i undopManme, Xeias o6e30MacHTh CBOH JCHEXHBIE CpEICTBa OT
NIPECTy ... JOCATATelILCTB, COOGMIAIOT 3ampanmBaeMylo HH(pOpMalMio, B
PE3YIHEATE 9Ero 3JOYMBIINICHHHKH ITOXWIIAIOT NPpHHAJIEKAIIHe M JCHEKHBIC
Cpencyea.: i - . -

-?ieﬁéapm}lﬂ:’»zar{pouenypa CKPBITOTO HAIIpaBJIeHHs Ha JNOXHBIH IP-agpec, To
€CTh:.: HAGPaRCHNE TONb30BaTels Ha (HUKTUBHBIA BeO-caiT, dYamie BCEro
MCTIONB3YEMBIA. . AJIS HpHOOpeTeHHs ToBapoB M ycnyr (ozon.ru, avito.ru,
ahexpress ry, joom, biglion, KynuHaTop, Kaccup.py, Ounerep, CaTEl 10 pOJaXe
OHeTOB:HA %/ ¥ ABHATPAHCIIOPT M. 1p.);

.+ «JBOHHAN TpaH3aKUHM (IIPH OILIATE TOBAPOB M YCIYT IPOAaBel coobmaeT
o6 ommlKe; HpeAjiaraeT TOBTOPHUTL ONEPAllMio, a B JAIbHEHINEM JICHEKHEBIE
CPEACTBA CHHCHBAIOTCH JBAXKBI 10 KAX/IOH U3 MPOBEAECHHBIX onepanuii)

- (EPATITHEHEY, . (MAHMITYJIAHH C KapTpuaepoM OGaHKOMATOB, IO3BOJIIOLIHE
H60: He: BO3BPAMIATH KapTy BIaAelbly, JH60 CIUCHIBATh BCE JaHHBIE KapTHI L
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1. OcHOBHEIE CXeMBI TeIe()OHHOrO MOIIECHHHYECTRA!
1. O6man o Tenedomy.

MOIIEHHAK 3BOHHT C HE3HAKOMOIro HOMepa M  IPeJICTaBIsAeTCA
POJCTBEHHHKOM (3HAKOMBIM) M B3BOJIHOBAHHBEIM I'OJIOCOM COOOILAET, 4TO 3aepiKaH
COTPYAHHMKaMH IPABOOXPAHUTENIBHEIX OPraHOB M OOBHHSETCA B COBEPIICHHH TOTO
WIH HHOro mnpectymieHus (3to Moxetr Obith JITII, XpaHeHue OpyXHS HIH
HapKOTHKOB, HaHEeCEHMe TSKKUX TENEeCHBIX IOBPEXICHHM M Jaxe yOUIHCTBO).
Jlanee B pa3roBop BCTymaeT SKOOBI COTPYAHHK NPaBOOXPaHUTENBHBIX OpPraHoOB,
KOTOpHIH YBEpEeHHBIM TOHOM COOOINaeT, YTO YK€ HE pa3 MmoMOrall JIOJAM TaKHM
obpasom. Jlna pemeHus Bompoca HeoOxoiuMma OIpeleNeHHas CyMMa JCHET,
KOTOPYIO Cle[yeT IepeBeCTH Ha ONpeAeleHHBIH pacyeTHbIA CUET WIH IepeaaTh
KakoMYy-i46o. - 9eioBeKy. B opraHuzande o6MaHa 1o TenedoHy ¢ TpeGoBaHHEM
BHIKYH& . ¥Y93CTBYIOT  HECKONbKO mpecTynHukoB. Habupas tenedoHHbIEe HOMEpa
Hayraji, ‘MOIIeHHHK NPOH3HOCHT 3aroTOBJICHHYIO (pasy, a Janee AeHCTBYET IO
GIB3M,  HO HEpEAKO 4eIOBEeK, KOTOPOMY 3BOHHT MOIICHHHK, CaM
cmaﬁaqmcxw MM TOr0, KOMy HY>KHa IIOMOIIIb.

ANanorvuHEIM 0Gpa3oM MOTYT 3BOHMTH MOIIEHHHKH COTPYIHHMKAM
TOCYI8PCTREHHER: - OPTaHOB. MO0 IpeNNpHHUMATEIM U, MpPEICTaBILICh,
Hanpmmw PYKOBOIUTEIEM  Kakoro-nubo  rocyfapCTBEHHOro  opraia

JQOXPSRMTENLHOIO, - HAJ30PHOTO, KOHTPOJHPYIOIIET0), MOJA ' IPEaJIoroM
npm KOMUCCHH TIPOBEPAIOIIMX TPeOYIOT OpraHH30BaTh U0 «TEIUIBIH IpHEM»
B ¢opMe GecrIaTHOTO NpeNoCTaBIeHUA YCHYr (IIHTaHWe, MOAapKH, OpraHu3alys
OTIABEXA-HiE:4. ); AUOO NEPEHHCIUT ONPEAEICHHYIO CyMMY JEHEXHBIX CpelICTB Ha
yKa3aRHLUE - PAcHOTHRIH CHET Ui - OpraHU3allMi JOCyra IpOBEPSIONWX HIH
JOCTHXEHHSE HeeOX0NMMBIX OJIOXHUTEILHBIX Pe3yNBTATOB MPOBEPKH.

KAK FIQCTVYIIATh B TAKOH CUTYALIMML:

Hpﬁpnal‘b PasroBOp M IIEPE3BOHHTH - TOMY, O KOM HAeT pedb (mbo B
apCTBEHHEIM opran). Ecii TenedoH OTKIIIOYEH, HYXXHO CBA3AThCA
31, JIPY3BEMH M POACTBEHHMKAMH JUIs yTouHeHus HHGopMmarmy. Eciu
1. 3BOHOK 0T SAKOOBI 6IM3KOr0 POJACTBEHHHKA MM 3HAKOMOTO C
\JeH  © TOM, 4TO OH IIONa] B HENMPHATHYIO CHTYallWIo, B pe3yibTare
/6MY-TPO3HT BO3GYXIECHHE YTOJOBHOIO [eia, ¥ €CIIM 3BOHALIMHA MPOCHT
BISTKY AKOOBI COTPYAHHKY. IPaBOOXPAHMTENBHBIX OpraHOB, TOTOBOMY

JMPOBATH BONPOC, C€ACNYET. 3a1aTh YTOYHSIOIME BONPOCH: «A KaK A
erna;&y% Bny «Korga # rie Mbl BHICIHCh NOCIEAHME pa3?», T.e. 33/1aBath
OGH]: OTBETHF Ha KOTOPHIEC 3HaeTe TONBKO BHl 00a. Eciu BBl pasroBapuBacTe
}IK05H ciiibeaCTaBuTEIeM IIPaBOOXPAHUTENIBHBIX OPraHoB, CIIPOCUTE, U3 KaKOr'o OH




3

TPaBOOXPaHMTENRHOrO opraHa (apyroro BexoMctBa). Ilocnme 3BoHKa cCrenyer
Habpars «02», y3HaTh HOMEp JMEXYpHOH 4YaCTH JaHHOIO OTACICHHA H
NIOHHTEPECOBATECS, JEUCTBUTENFHO M POJCTBEHHHK WM 3HAaKOMBIA JOCTaBJICH

Tyza.
-Camo Tpe6oBaHHe B39TKH JOJDKHOCTHBIM JIMLIOM SBIISETCS MIPECTYIICHAEM.

2. SMS-npock6a 0 moMoiy.

SMS-coobieHns: MO3BOIAIOT YIIPOCTHTH CXeMy OOMaHa IO TelneQoHy.
Aﬁogeg'r NoydaeT Ha MOOGUILHEI TelledoH coobueHune: «Y MeHs MpobiieMbl, KHHb
900 py6ne#i Ha 3TOT HOMEP. MHe He 3B0HH, epe3BoHI0 cam». Hepenxo nobasisercs
obpaleHre «MaMa», «IpyT» WIH OpyTHE.

Ha SMS ¢ He3SHAKOMBIX HOMEPO8 Peazuposams HellbiA, IMo Mozym bbimb
MOMERHUKN.

3. Tenedormsii HoMep-rpabUTElD.
Ha Tenedon mpuxomur SMS c npocs6oif Mepe3BOHHTh HA YyKa3aHHbIH
HOMep MoGunsHoro . Tenedona. Ilpocsba Moxer OnTL 06GOCHOBaHa moboi
NPUYHHOR + HOMOIk JPYTY, U3MEHEeHNHEe TapH(OB CRA3H, TPOOJIEMBL CO CBA3BIO UM
c Bazmeii Ganxonckoii xaproil u Tax ganee. Ilocne Toro xak Bel mepe3BaHHBaeTe,
Bac acarg: aepxkar-sa gusvn. Korna sto Hajmoenaer, Bel orkimodaerech — H
oxama, 70 ‘¢ Bamero cuera cnmcaHel KpymHblie cCyMMbl. CyiecTByIOT
CEPBHCHE & HUATHREM : SROHKOM, Kak MpPaBWIO 3TO pa3BIICKATEILHRIC CEPBHCHI, B
TOPMN:YOIYTH OKa3RBAIOTCA 110 TeleOHY, H JOMOITHUTENLHO B3UMAETCA ILIaTa
3a CaM 3BOHOK. PexiaMa Takux cepBHCOB Beernia HHGOPMUPYET O TOM, YTO 3BOHOK
TLTaTHBE. MOMEHHAKH PETHCTPUPYIOT TAKOM CEPBHC M PAaCIIPOCTPAHSIOT HoMep 6e3
IPEXACHES O CHATHE ILIATHI 38 3BOHOK.
Eduncmeennwii - cnoco6 = obezonacump ce6a om  menehpORHbIX
MOUEHINKOS + Ke I60HUMD NO HESHAKOMBIM HOMEPAM. |

4. Teaeqorunic BEPYCEHL

HE -9acTo- HCHomk3yeTcd GopMa MOIUEHHHYECTBA C. HCIONB30BaHHEM
TeneqonsiX Bapycos.. Ha renedon aGoHeHTa IPUXOAUT COOBIIEHHE CIEAYIOMIEro
BUAR: «BaM mprmio MMS-coobmiende. Jiis noiyueHus NPONMTE 1O CCHUIKE...».
IIpu.;;uepexofe : Q. YKa3aHHOMY ajpecy : Ha  TeJe(OoH CKaiMBaeTCA BHPYC H
POk T CIIHCAHME: JeHEXKHBIX CPECTB C BalICTO CUETA.
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Epyroii BHJ MOIICHHMYECTBA BEIMIAAMT Tak. [Ipu 3aka3e Kakoi-muGo
YCIIyFH 4epe3 sK06s MOGHIILHOIO OlepaTopa WM IPH CKaYMBaHWHM MOGHIBHOTO
KOHTeHTa aGOHEHTy NPHXOAMT NpeAynpexiaeHue Buma: «Brl coGupaerech
OTIPaBHTh COOOIMIeHHe HAa KOPOTKH HOMEp ..., A IOATBEPXKICHHs OIepalyy,
oTnpaesTe coobmenne ¢ uudpoit 1, mua otMens ¢ mudpoi O». Ilpu oTmpaske
NOATBEPXKAEHHSA, CO cyeTa abOHEHTa CIHUCHIBAIOTCS JICHE)XHbIE Cpe/CTBa.
MolneHHuKH = MCTIONB3YIOT CHeNMalbHBIE IMPOrpaMMBl, KOTOpBIE IO3BOJIAIOT
aBTOMAaTHHECKH T€HePHPOBATh THICAYM Takux coobmeHui. Cpa3sy mocie nepeBoja
AcHeT Ha QaNBIIUBEIH CYET OHH CHUMAIOTCH C Telae(oHa.

He cnedyem 36onums no Homepy, c Komopozo omnpaenen SMS — enoane
603MOCHO, Ymo 6 3mom ciiyuae ¢ Bawiezo meneona b6yoem asmomamuyecku

CHAMG KPYNHAR CFMMA.

$. -Brmrphim B JoTepee HIH Kakoro-Iubo npusa.
B:.cBA3M ¢ TPOBEJCHAEM BCEBO3MOXHEIX PEKIIaMHBIX aKUHH, JOTeped H
PO3LIXpBImICH; . 0C00€HHO ¢ Yy4YaCTHEM —DAfHOCTAHIMA, MOIICHHHKH 4YacTo
MCTIONBSYROT (MX: JUIS: IIPUKPWTHS CBOEH AesTensHOCTH H oOMana mozed. Ha Bam
: Tene(oH : - KaK HpaBHIO, B HOYHOE BpeMs — MpuxoautT SMS-
; 2 KOTOROM NOBOPUTCS O TOM, YTO B pe3yJIbTaTe IIPOBENEHHOI JIOTEPEH
BBL W &mmmém Yaime Bcero YIOMMHAIOTCS U3BECTHBIE HHOCTPAaHHBIE
MOJICHH /M . M8pKd. [, yTouHeHus - BeeX.. #eraned Bac mpocaT IOCCTHTH
Rl €aliT: ¥ 03HAKOMHTECH: C YCIOBHAMH aKIHH n1Mb0 TO3BOHHUTH IO
Hy-¥KesagHbIX: TeleQOHHEIX HOMEpoB. Bo BpeMsi pasroBopa MOIICHHHKH
00051113!9’1? 0 TOM, YTO HAJO BEIIOJHHTH HeoOXoAuMEle GOPMAIBHOCTH: YIUIATUTD
rOCTIONLIMHY : - OGOPMETE HeoOXoMMMEle. HOKyMeHTH. [ 3TOro HeoOXOAuMO
AWTH HAa CUET CBOETO MOGMILHOIO JCHEXKHYIO CyMMY, a 3aTeM HabpaTh
HEYIO - KOMOMHAIMIO IMpp M  CHMBOIOB SKOOH J[UIi IIPOBEPKH
5. ACHOE He 0HeT M OTydeHHS «KO/Ia PETHUCTPALIUI». KomOunaius uudp
U cm K@t@pym Bri Habupaere, Ha caMOM Jiejie ABJISETCA KOJOM, 6naronaps
Komug MHIEIEHHRKH DOy JaloT HOCTYT K AepeYnCIeHHEM cpeAcTBaM. Kak
abpaH, cueT OOHYNAeTCs,. 2 MOMICHHBHMKYA HCYe3al0T B HCH3BECTHOM

MOOH LR

;. HipocToil XOZk OT oniepaTopa CBA3H.
TYDAcT; 3BOHOK, AKOOH OT COTpYAHMKa CIyXObl TEXHUYECKOH
noz;&m .OBepaTopa MOOHIBHOM CRA3H, ¢ IPEIJIOKECHHEM MOIKIIOYHTE HOBYIO

SKCK/BQAHBHYIQ - YCAYTY HIH. IS TIEPEpPETHCTPallHH BO H30eXaHHe OTKIIIOUCHHS
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CBSI3H H3-38 TEXHHIECKOTO c6os1, WK IS YIydIIeHds KadecTa CBs3H. [l 3Toro
abOHEHTY... Opeanaraercs HaGpare IOA JMKTOBKY KOZ, KOTOpEI SIBISETCS
KOMGBHaI;:Iei& I OCYLIECTBIEHHA MOOHIBHOIO NepeBojia NCHEXHBIX CPEICTB CO
cueTa aGOHEHTA Ha CYeT NIOYMBIILICHHUKOB.

KAK ITOCTYTIATh B TAKOH CUTYALTUM:

TTepe3BoHATH CBOEMY MOGHIBHOMY ONEPAaToOpy I yTOIHEHNUS YCIJIOBHH, a
TaKOKe Y3HATE Kakas CyMMa CIMIIETCA C BalIero cuera mpH ormnpaske SMS win
3BOHKe Ha YKa3aHHEIA HOMep, 3aTeM coobimTe o mpumenumei Ha Bam teseoH
un@opﬁagnn.ﬁnepamp OIIPE/IENUT TOT0, KTO OTIPABIIAET 3TH SMS u 3abs0KupyeT
€ro aKKayHT.

9. OmmGo4HbIA TepeBOs CPEACTB.

Aﬁogﬁﬁy nocrymnaer SMS-coobienne 0 MOCTYIUICHHH CPeACTB Ha €ro
NeHBHIX. C: IIOMONIBI0 yCIyTH «MOGUIBHEIN IIEPEBOI). Cpazy mocine

£: 3BOHOK W MyX4uHa (MM JKEHIIMHA) COO0MIaeT, 4To omMb04HO

43 'ero’ ¢4er, IPH TOM MPOCHT BEPHYTh HX ODpPAaTHO TEM XKe

| JIeHbr'H He IOCTyNaioT Ha

STOrQ HOCTYyHASE
TepeBeiL- ACHEI
«MoGusiEumM - HepeogoM». B neACTBUTEIBHOCTE
TeTefhOw; 4 HETIOBEK. TIEPEBOTHT CBOM: COGCTBERHEEIE cpeACTBa. ECIy N03BOHUTH 1O
HHOMY HOMSP); OHMQ¥ET OBITH BHE 30HBI I0CTYIIA. KpoMe Toro, CyIecTByIoT
TaKHe HOMEpa, NPH OCYIHECTBICHHA BEI30Ba Ha KOTOPHE C TeneoHa CHUMAIOTCH
BCE CPEACTBA.

KAK IIOCTVYIIATH B TAKOH CUTY ALIAM:

;Eﬁim Ba¢ nmpocaAT fiepeBecTd AKOOH OMMO0YHO MEPEBENECHHYIO CYyMMY,
HEQ: JVIR>0TOTO. HCHONB3YETCH ek, OTroBopkKa, 9410 «4eK MOTEPSH»,

ICTBYET O TOM, 4T0 ¢ Bamu of1uaeTcs MOIICHHHUK.

BHKOBCKAR (KApTA — 3TO HHCTPYMEHT il COBCPIICHHHA [JIaTeXxxed
IM CPeJICTBAM Ha CYéTe, He TpeOyIoLmii i1 3TOro NpACYTCTBHA ‘

HW,&M:MOIHCHHHKOB .

1, Bam: mpuxomut coofmiense © TOM, 4ro Bama GaHKOBCKas KapTa
L J4lpganaraercs OecriaTHO IO3BOHHTH HA onpefelcHHBIH HOMEp
‘uHpopmanuy. Korga Bel 3BOHHTE MO yKa3saHHOMY

3a631(; KHDC
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KapTl, Ipousomen ¢Hof, a 3aTeM ImpocAT coobumTs HoMep KapTsl 1 ITMH-kox ans
ee IepeperuCTparyH.

" 3n0oyMBIILTEHHMKAM Hy)XeH JHIIs Homep Bameii kaprel u IIMH-kox, kak
ToJIEKO Bl HX co0GIIHTE, eHBrH 6yIyT CHATH ¢ Bamero cyera.

Hu odua opzanuzayuAa, eKkniouan GaHK, He enpaee mpeboeams Baw:
ITHH-k0d! ,ZIM mozo, umobsl npoeepumv nocmynusuiyio umnpopmayuio o
6n10Kupoeanuu Kapmsl, Heob6X00UMO NO36OHUMb 6 KIUEHMCKYIO CAYHCOy
noddepycxku 6anka. Ckopee ecezo, Bam omeemam, umo Hukaxux cboeeé Ha
cepcqem npoucxoouno, a Bawa xapma npodondicaem o006CaYHCUBAMBCA
bankom.

2. Ecmu Bul yrpaTuiu KapTy HEMeUIEHHO ee GIOKUpYHTE.

3: [Tpu nposeneHuyu omepaiii ¢ KapToH MOJNB3YATECH TONBKO TEMH
CaHKQMATAME,: KOTOPEE PAacIOIOXKeHs B 0E30MacHBIX MeCTax W 000pyJoBaHBL
CHCTeMOH: RUACOHAOMONEHHA U OXPaHOH: ‘B TOCYAapCTBEHHBIX YYPEXICHHUAX,
Oankax, KpYRHEIX TOPFOBBRIX HEHTPaX H T.J

4 Cﬁﬁﬁpm -OIEPALIAHY C IUIACTHKOBOI KapTo#, cleaure, 9TO0kI psAaoM
9] : qux. mogei. Habupas TVIH-kozx, nMpUKphIBalTe KIaBHATYPY
PyKe#; me #0623 Tpovas. HHGOPMELHA O TOM, CKOIBKO CpPeACTB BEI
CHANM M KaKMe.: AMQPEL . BBOAWHA B: . 0aHKOMAT,- MOIYT OLITH HCHOJb30BaHBI

é %pamaﬁ're BHHMaHHME Ha KapTONPUEMHHUK U KIaBHaTypy GaHKoMaTa.
Eciu ot 06epyf0BaHE! KaKHMH-TH60 NONONHUTEIBHRIME YCTPOACTBAMH, TO OT
HCHOJIB%O ji", JagHOTO GaBRKOMAaTa JIydille BO3AEPKaThcad M COOOIIMTH O CBOMX

HUSEX 10 yKa3aHHOMY Ha HeM TenedoHy.
e; HeKOppeKTHOl paboThl GaHKOMATa — €CJIM OH JIOJINoe BpeMS
JAHHS WJIH CaMOIPOM3BONBHO Ilepe3arpyxaercs —
h OF €70, HODONLIOBaHNA. Bemuka BEPOATHOCTE | TOTY, 910 OH

TPAMMEPORAH 3T0OYMBEIIIICHHHKAMU.
XHMEHHA C KapT, NOAKOYCHHBIX K. OILIMH GecKOHTaKTme IUTaTeXeH.
B RS ONUIATHLTI0- TAKOH KapTe AOCTATOUHO IPHIOKHTD €€ K TePMUHAITY.
ma He Tpeﬁye’rcx ecau cymMa He nipepbimaer 1 000 py6ueii. [Ipu aToM
KOJIH‘ISQ;TBO DACXOBHEIX TPAH3aKIMH HE OrpaHMYeHO. UTOOHL IONYYHTE JCHBIH,
MOLICHEMIY: AaKe He noua,noGHTcs BOPOBAaTh. KapTy y KiueHra. Ecimu B
¥CHHOM TpaHCIoOpTe NOAHECTH YCTPOHCTBO K CyMKe HIHM KapMaHy
£18, 20 ODEACTRA CIMIIYTCA. JUig STHX Lelell MOIICHHHKA H3rOTAaBIHBAIOT
! [EPeHOCHBIE CUMTHIBATENH MM MCIONB3YIOT GaHKOBCKHE
MIGHHEIE N0 (PHKTHBHEIM JOKYMECHTAM.




Kax o6e3onacuTh ceGs OT MOIICHHHUKOB:

‘1. 'YeranoButh Ha TenedoH (KOMIBIOTEP) COBPEMEHHOE JIMLIEH3MPOBAaHHOE

FMBHPYCHOE IPOrpaMMHOE 0OeCcIIeYeHHE.

2. He yCTAHABIMBAliTe M He coxpaHaiTe 6e3 NpeaBapHTENBHONW NMPOBEPKH
AHTHBMPYCHOW nporpaMMoii ¢aiinel, NOMy4YeHHblE U3 HEHAJEXKHBIX
MCTOYHMKOB: CKaJaHHBIE C HEM3BECTHBIX CAalTOB, IPHCIAHHBIE IIO
3JIEKTPOHHOMN 10uTe (OJ03PHTENBLHEIE BBl TydIle Cpa3y yAaliTs).

3. Pkaamyﬁre MapOJH He CBA3aHHEIEe ¢ Bammmuy nepcoHabHEIME JaHHBIMH.

4. He coofmaTh [aHHbIE KapThl, Mapoiid M JAPYIYIO TEPCOHANBHYIO
‘mHpopMaLHIO.

5. MocTaBeTe JMMHT HA CyMMy CIMCaHMI WM MEpeBOfia B JIMYHOM KaOMHeTe
Ganxa.

6. Ho:acenBo3HUKAIOHMM BoTIpacaM o0pamiaThes B 6aHK, BEIABIINH KapTy.

7. He#BIOTHATE HUKAKHX CPOYHKIX 38HPOCOB K JEHCTBHIO, B TOM YHCIE IO

YETaHORKE:KakuX Onl 70 HH OBLIO IPHIOKEHHH.

JCPeXONATH HH:I0 KaKHM CCHUIKAM, KOTOpEIe IPHXOAT Ha e-mail Wik 1o

HaTH: Ha: Bee coobmenus o 6aHKa (HanpuMmep, €CiM OHM COZEpXKar
H9ecKre OIHOKN).
HBATH HO HOMEPaM KOTOpEIe IPAXOAAT Ha e-mail Wid mo SMS.
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